
MaritimeSecurityandMET179

Towardse馳ctiveimplementationof
theISPSCodeonboardships

E．Othman＆A．Halawa

・l山′・吊′肌一・叫／｛〟ハイ〟〃J‘一‥汗‘Jわ．l…‘人明り仰・≠・山八1∴

六・lJ川り／り押、－仙／圧J′・〟血tリi・‘JJハ／，りJゾ「．1．1・W技．1／7つ、J来り－／

Abstract

TheIntemationalMaritimeOrganization（IMO）adoptedanewsetofsecurity

measuresinDecember2002，introducingtheIntemationalShipandPortFacility

SecurityCode（ISPS Code），Whichimposes responsibilities on goverrLmentS，

ShippingcompaniesandportauthoritiestoenhanCethesecurityofshipsandport
facilities．

BoththeISPSCodeandtheIMOModelCourse3．19requirethattheShip

SecurityOfncer（SSO）andshipboardpersonnelwhohavespecincsecurity
duties，havespec捕csecurityknowledgeandreceivetraininglnanumberof
SeCuritytasks．Thispaperdiscussessomeofthevitalfactorswhichmayrestrain

theef稔ctiveimplementationoftheISPSCodeonboardships．
TheinstruCtOrS Of Maritime Education and Training（MET）may伽d

difficultyinperforming anumberoftraimingrequirements．Aswell，uSing a
non一maritimeinstruCtOrmaynOtbepractical．METinstruCtOrSmaypOSSibly

requireadditionalsecuritytraininginsecurityorganization，SOaStObeableto

delivervalid，reliableandpracticalshipsecuritytraining，inordertomeetthe

PreSettrainingobjectives．

Important questions that raise themselves now are：how the additional

SeCuritydutiescouldbeperformede用ciently，inthesametimeusingthesame
numberofcrew．Moreover，arememberstateswillingtoamendtheirmarmlng
legislations，COnSideringothercommercialandeconomicalfactors？

Recognizing，the similaritybetween theISPS Codeand theIntemational
Safbty　Management（ISM）Codein many areas，SeCurity　and safbty

managementsmustintegrate，inordertoreducetheworkloadontheship’screw，

COnSideringthattheconsequencesofsecuritybreachesandaccidentscouldbe
thesame．
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l Introduction

IMO has adoptedtheInternational Convention on Standards of Training，

Cert捕cationandWatchkeepingforSeahrers（STCW78／95）inordertoenhance

the maritime safbtyand environmental　protectionthroughimproving the

performanceofthehumanelement・TheConventionhadcreatedrolesforthe

administration，METinstitutionsandshippingcompaniesintheimplementation

PrOCeSSOftheconvention，inordertoestablishglobalminimumstandardsfor

Seafarer’scompetencyaccordingtotheprovisionsoftheconvention・

Followlngthedevastating Septemberll，2001attacks onUSA，TMOhas

adoptedcomprehensivesecurityregimefortheintemationalshippingindustry・

Security　measures　include amendments to SOLAS convention and the
introductionoftheISPSCode．

TheCodeconsistsoftwoparts．PartAismandatory．Itcontainsdetailed

SeCurityrelated requirementsfor govemmentS，POrt authorities and shipping

COmPanies・PartBcontainsaseriousofguidelinesabouthowtomeetthese

requlrementS・FurthermOre，theconfbrenceadoptedanumberofresolutions，in

order to facilitate theimplementation and the application ofthose security

measurestoshipsandportfacilities．

TheISPS Coderequiresanumberoffunctionalsecurityrequirements fbr

Shipsandportfacilities；inaddition，Shipswi11besubjecttotheprocessesof
Survey，VeriBcation，Certincationandcontrolmeasures，inordertoensuretheir
complianCewiththeprovisionsoftheCode・Moreover，Shippingcompanieswi11

berequiredtodesignateCompanySecurityOfBcer（CSO）・
ThetrainingrequlrementSOflSPSCodeareincludedinsection13；however，

theCodeembodiesanumberoftrainingrequirementsinothersectionsll］・

2　METsystemsandthesecuritytrainingrequirements

TheIMO sub－CommitteeonStandardsofTrainingandWatchkeeping（STW）

has endorsed dra氏amendment to STCW convention．They requlrethe

introductionofnewSTCWregulationVI／5，neWSTCWCodesectionA－VI／5

and section B－VI／5．The proposed amendments wereintroduced to setthe

StandardsfortheminimummandatorytrainingandcertificationofSSO・

TheSTCWConventionArticlel（2）［2］providesthat，”Thepartiesundertake

topromulgatealllaw，decrees，Orders，andregulationsandtotakeallothersteps

whichmaybenecessarytoglVetheconventionfu11andcompletee脆ct・”ln

otherwords，themaritimeadministrationsofthemernberStatesareresponsible

fortheimplementationofthesecuritytrainingrequirementsasrequiredbythe

ISPS Code　and STCW convention．The convention also requlreS the

administrationstoensurethequalificationsoftheinstruCtOrS，SuPerVisorsand

assessorsfbrthetypeandleveloftrair）ingorassessmentinvoIvedl3］，

ThetrendintheMETsystemshasbeenfbrMETinstitutionstoprovideall

required training fbr seafarers aRer been approved bythe administration・

However，barelyanyadministrationappliesanycheckorcon重rmstheabilityof

anMETinstitutionofprovidingnewlyintroducedtrainingprogramme；POSSibly，
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0neOfthereasonsisthelackofthesufBcientteclmicalexpertisetoperformSuCh
COntrOlinsomeadministrations．

lnadditiontotheやurcolumnsofSTCWCode，Whichspecifytheminimum
Standardsofacompetence，IMOmodelcoursesandIMOinstrumentS，SuChas

the Conventions，Codes，Guidelines，areusually the mainfoundationsfor

developlngaCumiculum．

Generally，METinstructors are ex－Seafarers；however，many Ofthem are

holders ofacademic degrees．Nevertheless，mOSt OfMETinstitutions have

implemented many programmeS tO enhance the pedagogical skills oftheir

instruCtOrStOfu1filtherequlrementSOftheSTCWconvention．Inaddition，the

METcourseattheWorldMaritimeUniversity（WMU）wasestablishedtoassist

themaritimeinstructorstobetterunderstandtheskillsofe胞ctiveteaching．

Basedonourknowledgeofthefieldofexperienceandqualはcationsofthe

METinstruCtOrS，thequestionraisesitselfnow，aretheMETinstruCtOrSCaPable

Ofproviding valid，reliable as wellas practicaltrainingfor allthe security

tralnlngrequlrementS，aSSPeCi丘edintheISPSCodeandtheIMOmodelcourse？

However，uSingnonmaritimeinstruCtOrSWithsecuritybackgroundsmaynot

bepractical，bearinglnmindthat，theymaynotbe abletoproviderealistic

training，duetotheirlackofknowledgeaboutshipslayouts，designsandtasks

relatedtotheshipsoperationalmatters．Moreover，the SSOisaseafareras

consideredbySTWinits35thsessionandnotsecuritypersonnel・

Conceivably，METinstruCtOrSmayrequireadditionalsecuritytrainingina

SPeCialized security　organization，SuCh as coastguard academies，pOlice

academiesornavalacademiestobeabletodelivervalid，reliableandpractical

Ship securitytraining，in order to meet a number ofthe securitytrainlng

O切ectives．

3　Maritimesecurityandsafemanningofships

IMOresolutionA．890（21）definestheprinciplesofsaftmanningofshipsto

ensurethesafboperationsandpollutionprevention舟omships，WhichSOLAS

Conventionapplies．Theresolutionspeci丘esthefactorsthatshallbetakeninto

accountindetermlnlng the minimum safemannlnglevel ofships，andin

providingguidelinesforapplyingtheprlnCiplesofsafemannlng，Moreoverthe

resolutionlaysdowntheresponsibilitiesofboththeadministrationsandshipping

COmpaniesinmannlngtheirships．

ResolutionA．955（23）addstheshipboardsecuritydutiestothefactorstobe

COnSideredindetermlnlngminimumsafbmannlnglevelofships・FlagStatesare

requiredtotakeintoaccoumtSuChrequlrementSandissuetherequireddocuments

OfminimumsaftmannlngtOtheshipsentitletoflytheirflags；inthesameway，

ISMCoderequlreSCOmpaniestoensurethateachshipismannedaccordingto

nationalandintemationalrequlrementS．

Ontheotherhand，inordertoensureefncientandpracticalsecuritymeasures

applied onboard ships，Shipping companies should embodythe required

Shipboardsecurityduties，aSrequiredbyISPSCode，intheroutineshipboard

OPerations．
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Conceival）ly，ShipSecurityAssessment（SSA）isthebesteventtodiscover

thenecessarysecuritymeasuresrequiredfortheship，aSSSAisthecomerStOne

inpreparingtheShipSecurityPlan（SSP）Mahoneyl4］．

However，Ships are required to act against dif稔rent security1evels，for

examplesecuritylevelonerequirescertainactivatessuchas，“Controllingaccess

to the ship”，“Monitoring of deckareaS andareaS SurrOunding the s叫p”，

“Controllingtheemba止ationofpersonsandtheire飴cts”．Suchactivitiescould

beachievablewiththesamenumberofcrew，aSitcouldbeintegratedwiththe

requlrementSOfotherregulationsandtheroutineshipboardoperations．

Nevertheless，additionalprotective measures shallbeimplementedifthe

ヲeCurity1evelisraisedtoleveltwo，Part（B）ofthelSPSCodeprovideguidance
lnlmplementing arange ofsecuritymeasures requiredbythe SSP atevery

SeCurity1evel．

Forinstance，anumberofsecuritymeasureSCOuldbecarriedouttoprotect

theaccesstotheship，Whensecurityleveltwoisdeclaredsuchas，“Assigning

additional personnel to patrol deck areas during silent hours to deter

unauthorized access”，“Increaslng the舟equencyand detail of searches of

persons，PerSOnale脆cts，andvehiclesbeingembarkedorloadedontotheship”，

“Establishingarestrictedareaontheshore－Sideoftheship，inclosec0－Operation

with theportfacility”，Deterringwaterside accesstothe ship，including，for

example，inliaisonwiththeportfacility，PrOVisionofboatpatroIs”．

The questions that raise themselves now，are Whether those additional

SeCuritydutiescouldbeachievedbyusingthesamenumberofcrewonboard？

Aremostofthenag Stateswillingtoincreasetheirminimummannlnglevel
takinginto account those additionalsecurityduties？　Recognizing that，the

CriteriainobtainingtheminimumsafbmannlngOfshipsdi脆rsfromoneStateto
anotherandnotharmOnized，COnSideringmanyfactorsincludenational，SOCial，

economicalandcommercialfactors，inadditiontotheIMOprinciplesofsafb
mannmg・

Takinginto consideration that，ISPS Codeis just beginnlngits
implementationonboardships，andmanyofitsprosandconswi11revealonly

aftercertainperiodoftime．However，theintemationalmaritimecommunity，
representedinthelMOmustbegintoestablishmoreeffbctiveinstrumentStO

ensurethattheminimummannlnglevelsonboardshipscomplieswiththenewly
introduced maritime securityrequirements，in addition to other safbtyand
OPerationalrequlrementS．

4IncorporatingmaritimcsecurityintotheSaJbty

ManagementSystem

IMOresolutionA．741（18）hasadoptedtheISMCodeforthepurposeofsaft

OPerations of ships andfor po11ution prevention by providing systematic

approachtocontroIsafbtyandqualitymanagementforshippingcompaniesand
Onboardships，intheformOfdeveloping，lmPlementlngandmaintainingaSafbty
ManagementSystem（SMS）．
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BothISMandISPSCodesaimtoestablishsystemsforsafbmanagementand
SeCure Operations onboard ships・However，thereis a similarityin the

implementationprocessofbothofthemincluding，thedesignationofCSOin
ISPS Code versesthe Designated PersonAshore（DPA）inlSM Code，the
requirementsofde甫ningandemphasizingtheauthorityofthemaster，aSWellas，

therequlrementSOftrainingandfamiliarizationofthepersonneloftherelated

tasksanddutiestobeperfoITrIedundertherequlrementSOftheCodes．

Furthermore，eStablishing SafbtyManagement Manual（SMM）to describe

howtoimplementthesafbtymanagementSyStemincludingtheproceduresand

PlansforthesafbtyofcriticalshipoperationsarerequiredintheISM Code
versusSSPintheISPSCode．

Moreover，bothCodesaresimilarinmanyotherareassuchas，eaChCode

COVerS designated shipand shore sta托emergency preparedness，drills and

training，documentedprocedures，Checklists，eXerCises，reCOrd－keeping，intemal

andextemalaudits，maintenance，andothers．Inaddition，bothCodesimplement

asimilarsystemofver捕cation，COntrOlandcertification，includingtheduration

andvalidityofthecertiGcates．

ISM andISPS Codes，amOng Other regulations，have　increased the

administrative wofkloads on ship’s o用cers．This has created excessive

WOrkload，Whichresultedinearlyretirementofmanyseafarers．lthascreateda

globalshortageinshipofncers；aS，thecostoftrainingnewofBcersishighand

timeconsumlng．Moreover，Shipofficersspendmoretimeindoingpaperwork

thansupervisingtheroutineshipboardoperations，SuChascargo，maintenance

andnavigation．

The consequences ofsecurity breaches and accidents could be the same，

SeCurityand safbtymanagements have toincorporate to provide practical

implementationsfbrthesecurityrequirementsonboardships．HarmonizingISM

andISPSprocedureSmakespracticalandeconomicsense，aSthetwoCodeshave

a great dealincommon．However，the confidentialityissue ofthe security

informationhastobeconsideredinperformingsuchharmonization．

The researchers believe that，there should be harmonization betweenthe

PrOCedureS Of the two codes．　This has been appliedin the Liberian

administrationl5］byharmonizhgboththelSPSandlSMaudits．Theshipping

COmPaniesareallowedtoincorporatetheshipboardsecurityrequirementsinto

the Company’s SafttyManagernent System（SMS）．Moreover，the Cayman

Islandsadministrationl6］hasharmonizedthever摘cationsofboththeSafbty

ManagementCertificate（SMC）andtheIntemationalShipSecurityCertificate

（ISSC）．

Certainly，mOremaritimeadministrationsaswellasshippingcompanieswill

realizethebene重tsofincorporatingthemaritimesecurityrequirementsintoa

broadmanagementsystemincludingbothsafttyandsecurityissues．

5　Conclusions

InordertoimprovetheimplementationoftherequlrementSOftheISPScode

Or）boardshipsandtoavoidsomeofthedifnculties，Whichmayholdbackits

effbctiveness，theresearchersrecommendtheR〉llowlngCOnClusions：
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In order to ensurethe validity，reliabilityas wellas practicabilityofthe

securitytrainingprovidedbyMETinStitutions，keepingintoconsiderationthat，

METinstruCtOrSarenOt SPeCializedinmaritime securitymatters・Maritime

administrationsshouldensu帽thatMETinstitutionsprovidepracticalandvalid

SeCuritytraining・

Thepresentmanninglevelsonboardmanyshipswillimpedethepossibilityof

performingtherequiredsecurhymeasureseffbctively・FlagStatesarerequired

to review andamend their mannlnglegislation to ensure the e脆ctiveand

practicalperformance ofthe security　measures among other shipboard

operations・IMOisrequiredtoestablishmoree脆ctiveminirnumsafbmannlng

instrumenttOaSSistFlagStatesindoingso・

Incorporatingthemaritimesecurityrequirementsintothesafbtymanagement

systemis necessary；inorderto enstrrethe effbctiveimplementation ofthe

SeCuritymeasuresandtoreducetheworkloadonboardships・
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